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This paper examines best practices for configuring Packeteer’s PacketShaper® to protect
H.323 video over IP traffic.

IP Convergence & the Need to Manage Video over IP Traffic

IP convergence, long the holy grail of the Internet revolution, is finally starting to become
a reality in the enterprise. Video over IP for videoconferencing is one of the key
applications driving this revolution. While single-service IP networks are relatively
manageable, multi-service networks present a greater challenge. The convergence of
voice, video, and data traffic over a shared network introduces heightened concern over
ensuring efficient, reliable application performance, particularly latency-sensitive traffic
like video over IP.

Compared to aggressive, bandwidth-intensive applications, many of which are
unsanctioned for business purposes, video over IP uses an invariable amount of
bandwidth. It is not bursty. However, it is highly susceptible to interference from other
applications.

Therefore, the primary objective for network administrators is to control the performance
of unpredictable and less-urgent applications that share the same link as video over IP
traffic. This traffic may include web surfing, FTP, email, and print jobs. It may also
include managing mission-critical traffic like ERP, CRM, messaging, and other business
applications, because despite their importance, network managers ultimately need to
ensure that all applications perform efficiently without disrupting the delivery of other
important traffic.

Deploying PacketShaper®

The proliferation of IP convergence and the need to manage it has prompted the need for
Packeteer’s PacketShaper, an application performance solution that ensures the efficient,
reliable performance of business-critical applications over the WAN and Internet.

PacketShaper is deployed at branch offices, next to WAN-link routers on the Ethernet
side. From this vantage point, its Layer 7 visibility provides organizations with thorough
visibility into traffic heading to and from the central site and between other branch sites.
This visibility provides the intelligence needed to utilize PacketShaper’s policy control
features for managing bandwidth allocation, latency, and the efficiency of each
application based on its relative business importance. Like a switch, PacketShaper fits
transparently in the traffic path and does not add a hop or alter routing configurations.
Because it resides on the Ethernet side of the router, PacketShaper is transport-agnostic.
In other words, it integrates seamlessly with frame-relay, point-to-point, ATM, DSL,
wireless, and most other WAN transport mechanisms.



QoS Methodology
Implementing PacketShaper to
enhance a video environment
involves three steps:

Corporate Network

1. Assess network
requirements through
traffic classification and
performance analysis

2. Implement policies

3. Monitor results

Assess Network Requirements

The first step in deploying a QoS Branch Office ~
strategy is to assess the true Router

bandwidth requirements of video
over IP traffic. This involves
identifying its presence on the
network and analyzing its
performance to determine its
bandwidth needs.
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It also entails classifying all traffic
running on the network. Overall
visibility into the types of traffic
running on the network provides a
comprehensive view of traffic
patterns and each application’s
impact on other traffic. An H.323 session alone includes numerous traffic components
that have their own policy and performance requirements.

LAN: Computers, Printers, Video Stations, Video Gateways, etc.

Classification

To classify traffic, create a class named Video over IP and identify the video over IP
endpoints or gateways at this branch. This needs to be done for both inbound and
outbound directions, because video over IP is typically bi-directional. The endpoints can
be identified either by IP address or by dynamic name if you are using a DHCP
environment (i.e. conference-room-3.packeteer.com). If you have multiple endpoints at a

location, you may enter
them in a Host List. If H.323 Elements Protocol

you have a Packeteer Call Setup Protocols Q.931, H.323 Gatekeeper, etc
PolicyCenterTM Central Video & Voice Channels RTP

Management server, Control Channels RTCP

you may create one list Collaboration Channels T.120

of all approved System Control RSVP, Proprietary Management

videoconference stations for the whole organization and store it on a central LDAP
server.



Creating a list of approved stations assures that non-approved H.323 equipment will not
sneak onto the network. If this is not a concern, disregard the option of entering IP
addresses. PacketShaper will discover all H.323 traffic on the network.

Next, enable traffic discovery for that traffic class. This will automatically identify all of
the different types of traffic generated by the endpoint and will begin collecting data
about them. To facilitate this process, start and then stop a few videoconferences to
generate some traffic. Leave one of the conferences running at least 10 minutes to collect
a substantial amount of measurement data. You should see most of the individual H.323
sub-protocols, such as RTP and RTCP, discovered as classes (not every call uses every
protocol, so some may not appear immediately). Because PacketShaper discovers H.323
traffic regardless of what port number it is using, you do not need to define a specific port
range.

Measurement
Now use PacketShaper’s Report tab to view the data collected. You should see how much
bandwidth was consumed by video traffic.

Implement Policy

From the report, you should be able to see how much actual bandwidth a call requires
using your chosen codecs. PacketShaper measures both data payload and header
overhead, so requirements will be slightly higher than the nominal bandwidth rate of the
codec. In general, you should expect to see an increase ranging from 10 to 20 percent.
Thus, a nominal 768k stream might take 820k when headers are accounted for.

Keeping in mind how much bandwidth a single call requires, determine how much
bandwidth you want to allocate to video traffic. Create a partition on the video over IP
parent class that you created earlier that reflects your decision, both in inbound and
outbound directions. Partitions are defined with a CIR (minimum) and EIR (maximum).
Because PacketShaper’s unique dynamic partitioning reallocates unused bandwidth to
other applications so that it is not wasted, it is advised to provide a little extra bandwidth
for video. For instance, in our example above, you might select a CIR of 850k to allow
the protocol extra headroom.

Example

A common partition setting for a T1 link and video using 384k encoding is:
Partition: Minimum 500k Burstable to 1,000k
Policy: 420k Burstable at Priority 5

A 384k codec will probably use about 420k with headers and overhead. So, if one video
flow is present, it will receive 420k (or whatever it needs up to 500k) and the rest of the
bandwidth will be available to data track. If two flows exist, each will receive 420k (840k
total), and the remaining bandwidth will be given to data traffic.



Monitor Results

Once policies have been implemented, monitor the network to validate their success.
PacketShaper’s extensive reporting capabilities provide comprehensive details to ensure
service-level agreements are being met.

Summary
Implementing PacketShaper to ensure efficient, predictable performance of video over IP

requires:

1) Installing the unit and turn on Traffic Discovery and Auto Policy provisioning.

2) Generating video over IP traffic over the link so that PacketShaper can discover
the H.323 traffic.

3) Applying a partition to set minimum and maximum bandwidth allocations for the
H.323 traffic. Additional tuning can be applied to achieve a more complex and
specific network policy.

For implementation details, visit:
http://support.packeteer.com/documentation/packetquide/current/solutions/app-control/manage-

voip.htm

7 ©2002 Packeteer, Inc. All rights reserved. Packeteer, the Packeteer logo,
AppCelera, AppVantage, PacketShaper and PolicyCenter are trademarks or
@ registered trademarks of Packeteer, Inc. in the United States and other countries.
/d All other company trademarks are the property of their respective owners. No

part of this document may be reproduced, photocopied, stored on a retrieval
system, transmitted, or translated into another language without the express
written consent of Packeteer, Inc.

PACKETEER




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


